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Why are Elliptic Curves used in Cryptography? 

 
⇒  The answer to this question is the following: 

1) Elliptic Curves provide security equivalent to classical systems (like RSA), 
but uses fewer bits. 

2) Implementation of elliptic curves in cryptography requires smaller chip size, 
less power consumption, increase in speed, etc. 

 
Since Elliptic Curve Cryptography has been around for 20 years and is considered to be 
the best concept to us for encryption, then why are we still using RSA? 

 
⇒  This question will be answered shortly!! 

 

 
 

Types of Elliptic Curve Cryptography: 
 

1) Diffie-Hellman Key Exchange Encryption 
2) Massey-Omura Encryption 

 

 
 

Basic Terminology: 
 

o The message sent from person A to person B is called a plaintext. 
o In order to keep the eavesdropper, person C, from not reading the message, person 

A encrypts it to obtain the ciphertext.  To complete this task, person A uses an 
encryption key to obtain the ciphertext. 

o When person B receives the ciphertext, he/she decrypts it and reads the message. 
Person B uses a decryption key to decrypt the message. 

o Two basic encryptions: 
1) Symmetric Encryption: the encryption key and the decryption key are the 

same or one can be easily deducted form the other. (ie: Data Encryption 
Standards (DES), Advanced Encryption Standards (AES)) 

2) Public Key Encryption: also known as asymmetric encryption.  Person A 
and B have no prior contact. Person B provides a public encryption key, that 
person A uses to encrypt the message. He has a private decryption key for him 
to decrypt the ciphertext. (ie: RSA) 

 
 
 

Diffie-Hellman Key Exchange Encryption 



⇒  Person A and Person B want to agree on a common key in order to exchange their 
message using symmetric encryption method. 

⇒  Assume that person A and person B have no prior contact and the only 
communication channels between them are public. 

⇒  Finding a private key, we use Diffie-Hellman Key Exchange, explained as the 
following: (using multiplicative groups over a finite field!) 

 
1) Person A and Person B agree on an elliptic curve E over a finite field Fq such 

that the discrete logarithm problem is in E(Fq). They also agree on a point P 
contained in E(Fq) such that the subgroup generated by P has a large order 
(usually, the curve and point are chosen so that the order is a large prime 
number). 

2) Person a chooses a secret number a, computes Pa = aP, and sends Pa  to Person 
B. 

3) Person B chooses a secret number b, computes Pb = bP, and send Pb  to Person 
A. 

4) Person A computes aPb = abP. 
5) Person B computes bPa = baP. 
6) Person A and Person B use some publicly agreed on method to compute a key 

from abP. 
 

⇒  What information does our eavesdropper, Person C, know? The only information 
that Person C knows is the curve E, the finite field Fq, and the points P, aP, bP. 

⇒  In order for Person C to get the message that is being transmitted form Person A 
to Person B, he/she must compute abP when give P, aP, bP in E(Fq). 

 
 This is possible if Person C can solve for discrete logs in E(Fq).  Once this 

happens, he/she can use P and aP to find the value for a.  Then, they can 
compute a(bP) to get abP. 

 The only problem is that we don‟t know if there is some way to get abP 
without first solving for a discrete log problem. 

 
⇒  So, the next thing we must prove: 

Given P, aP, and bP in E(Fq), and given a point Q ∈ E(Fq) determine whether 
or not Q = abP . 

 
We are trying to verify that if a random person gives out information to Person C 
telling them about abP is the correct information given that we know P, aP, bP in 
our elliptic curve over the finite field! 

 
 Steps to the proof: 

1) Use the usual Weil pairing to decide whether or not Q is a multiple of P. 
β : E(Fq) → E(Fq), (x, y) _→ (ωx, y), β(∞) = ∞.   Suppose P ∈ E(Fq) has order n. 
Then β(P) also has order n. Define the modified Weil pairing: 
˜en(P1, P2) = en(P1, β(P2)), where en is the usual Weil pairing and P1, P2 ∈ E[n]. 
We can use a useful lemma, that states Q is a multiple of P iff en(P,Q) = 1. 



m 

m 

2) Assume Q is a multiple of P.  This implies Q=tP for some t.  Which 
implies:  ˜en(aP, bP) = ˜en(P,P)ab = ˜en(P, abP ) and ˜en(Q, P) = ˜en(P,P)t 

3)  Finally we can assume that 3 doesn‟t divide n. By our useful lemma, we 
know that ˜en(P, abP ) is a primitive nth root of unity.  Which implies: 
Q = abP ⇐⇒ t ≡ ab (mod n) ⇐⇒ ˜en(aP, bP) = ˜en(Q, P) 

 
This solves the proof. 

 

 
 

Massey-Omura Encryption 
 

⇒  Person A want to send a message to Person B over a public channel 
⇒  Have not established a private key yet.  One way they can do this is that Person A 

puts her message in a box and puts her lock on it.  Then, he/she sends it to Person 
B, who put his own lock on the box and sends it back to Person A.  Person A 
removes her lock form the box and sends it back to Person B.  Finally, Person B 
removes his lock, opens the box, and reads the message. 

⇒  Here is a YouTube video that helps explains this concept. 
http://www.youtube.com/watch?v=jJrICB_HvuI 

 
⇒  In mathematic terms: 

1) Person A and Person B both agree on an elliptic curve E over a finite field Fq 
such that the discrete log problem is in E(Fq). Let N = #E(Fq). 

2) Person A represents his/her message as a point M ∈ E(Fq). 
3) Person A then chooses a secrete number mA, where gcd(mA,N) = 1, find the 

value for M1 =mAM and send M1 to Person B 
4) Person B then chooses a secret number mB with gcd(mB,N) = 1, computes 

M2 =mBM1, and sends M2 to Person A. 
5)  Person A then computes 

−1 

A∈ ZN 

Then, he/she computes M3= 
−1 

A M2, and sends M3 to Person B. 
6)   Person B then computes 

−1 
m B∈ ZN 

Then he/she computes M4= 
−1 

m B M3. M4 is equal to the message M. 
 

⇒  Check: M4=M, the original message. 
 

We know the following: 

 

http://www.youtube.com/watch?v=jJrICB_HvuI


 

We also know that is equal to 1(mod N), which implies equals 
1+kN.  The group E(Fq) has order N, therefore by the Lagrange theorem NR = ∞ for any 
R ∈ E(Fq). This implies the following: 

 
 
 
 
 
 
 
 
 
 
 
 
Technical Challenges for Elliptic Curve Cryptography Implementation 

 

1) One will be working with a „seven tuples‟ elliptic curve parameter. 
2) „Parameter Set Selection‟ includes fix point selection and random point selection. Fix 

point selection is basically an individual choose the elliptic curve, the field, and the 
subgroup of points. In a random point selection, a random generator does all of the 
above. 

3) Needed level of security: as described above, in order to get the message being 
transmitted form Person A to Person B one must solve for the discrete logarithmic 
problem, which is extremely hard. 

4) „Interoperability‟. Key pairing for a sensor network on the same elliptic curve. 
5) „Performance‟. The use of algorithms in order to decrease over all running time for key 

calculation.  However, this is hard given the large parameters of our elliptic curve „seven 
tuple‟. 

 
Application Issue: 
⇒  Security level requirements not being achieved 
⇒  Not having the appropriate „seven tuple‟ elliptic curve parameter 
⇒  A poorly selection of an elliptic curve system 

 
Device Issue: 
⇒  A poor selection of field elements, points,  and equivalent algorithms 
⇒  Side channel attacks 
⇒  Problem with scalar multiplication 

 
Source: “Analytical study of implementation issues of Elliptical Curve Cryptography for Wireless 
Sensor networks” by Pritam Gajkumar Shah, Xu Huang, Dharmendra Sharma. (see attached pdf.) 

 
 
Back to one of the main questions: 

 
Since Elliptic Curve Cryptography has been around for 20 years and is considered to be 
the best concept to us for encryption, then why are we still using RSA? 

 
⇒  “Despite the many advantages of elliptic curves and despite the adoption of 

elliptic curves by many users, many vendors and academics view the intellectual 

http://www.umsl.edu/%7Esiegelj/information_theory/projects/fulltext_published.pdf


property environment surrounding elliptic curves as a major roadblock to their 
implementation and use. Various aspects of elliptic curve cryptography have been 
patented by a variety of people and companies around the world.” 
http://www.nsa.gov/business/programs/elliptic_curve.shtml 

 

⇒  Since the 1985, when elliptic curve cryptography was developed, elliptic curve 
cryptography has been a big area of study for many academies.  Its first year it had some 
problems, just like DES, RSA, and any other cryptography methods.  The only difference 
is that elliptic curve cryptography has been at its full strength since it was developed. 

 
⇒  As we go further and further into the future, many companies are going to be using 

elliptic curve cryptography for security and many other aspects. 
 

⇒  Elliptic Curve Cryptography is making a slow transition into being a part normally used 
encryption methods. 

 
 
Sources: 

1. “Elliptic Curves, Number theory, and Cryptography” 2nd edition by Lawrence C. 
Washington 

2. http://www.nsa.gov/business/programs/elliptic_curve.shtml 
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