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A Matter of Privacy

Do consumers have enough control over their personal
information or is more government regulation needed?

OOGLE PRESENTS YOU with

ads related to your search.

Amazon asks if you're in-

terested in a new camera.

LinkedIn comes up with
names and faces of people it thinks you
might know. You may find this very use-
ful—or annoying, or even disturbing.
The more we live on the Internet, the
more it knows about us, but how much
do we want it to know? And who gets to
decide? Those were central but largely
unanswered questions that panelists
wrestled with at a forum on “The Fu-
ture of Privacy Online,” organized by
the Information Technology & Innova-
tion Foundation (ITIF) and the Tech-
nology Policy Institute (TPI) in Wash-
ington, D.C., on September 27.

Whatever concerns people may have
over the privacy of data have generally
not been enough to deter them from
posting all manner of personal infor-
mation on social networks. Nor do
consumers turn away from shopping
Web sites that record user preferences
in order to generate targeted advertis-
ing. In fact, as ITIF Senior Analyst Dan-
iel Castro explained, advertisers are
willing to pay twice as much or more
for targeted advertising because they
get better consumer responses. Castro
and other panelists also discussed a
recent paper, “Privacy Regulation and
Online Advertising,” by Avi Goldfarb
of the University of Toronto and Cath-
erine Tucker of the Massachusetts In-
stitute of Technology, which showed
that a European Union directive limit-
ing the ability of Web site operators to
gather and use personal information
reduced the effectiveness of targeted
advertising, measured by the change
in consumers’ stated intention to pur-
chase, by as much as 65%.

Data regulation to protect privacy
translates into costs to businesses,
said TPI President Thomas Lenard,
while it remains unclear if there is any
compensatory benefit to the consum-
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Facebook Director of Public Policy Tim Sparapani, who spoke at the forum on “The Future of

Privacy Online” in Washington, D.C.

er. Moreover, excessive regulation can
stifle innovation. Panelists expressed
a preference for either voluntary
codes of practice or regulation along
the lines of the Fair Credit Reporting
Act, which strengthened the U.S. cred-
it industry less by limiting the kinds
of data that can be collected than by
setting clear rules for its use. As Na-
tional Telecommunications and In-
formation Administration Associate
Administrator Daniel Weitzner put it,
transparent regulations tell business-
es what they can and cannot do, while
protecting the consumer through pro-
visions that “only kick in when some-
thing bad happens.”

Mark Eichorn, assistant director
at the Federal Trade Commission, ar-
gued that users should have the means
to know that personal information is
being collected about them and be
given choices. That point was echoed
by Tim Sparapani, director of public
policy at Facebook, who said that one-
size-fits-all regulations would hamper
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businesses, and that privacy controls
should be consumer driven. In particu-
lar, Sparapani said, increasingly mobil-
ity of Internet access—meaning that a
person might access financial services
through a friend’s cell phone—re-
quired flexibility even in an individ-
ual’s choice of privacy rules. Eichorn
cautioned, however, that the prolifera-
tion of systems for navigating and se-
lecting privacy options forces users to
do alot of work, and may cause some to
just give up and go with defaults.

In the end, the overriding sentiment
at the forum was that privacy concerns
are best dealt with by giving consum-
ers the power of choice and letting the
market decide. But “this marketplace
is in its infancy,” as Sparapani noted,
and it’s not at all clear that consumers
are in a position to understand the con-
sequences of their choices.

David Lindley is a science writer and author based in
Alexandria, VA.
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