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Executive Summary
Since the 9/11 terrorist attacks, the United States’ business assets and infrastructure are key targets and avenues for future attacks. After 9/11, attacks through the Internet increased by 28% over six months.1 Other information technology (IT) security risks include natural disasters, which can destroy facilities and critical documents. Disaster recovery has become a $6 billion industry since 2001.  For these reasons, along with specific needs for each organization, IT Security has become an extremely important component for a successful organization.  Executives have never been more aware of the importance of IT Security and Privacy. Not being prepared for incidents can have a disastrous effect on a company.
"Security is the ability of a system to protect information and system resources with respect to confidentiality and integrity." (Ross, 1999).2 Privacy of information has become a key factor of success or failure for businesses in this age of confidentiality. In this paper, we work to show how IT security and privacy pervades the business world as we know it today. This topic is extremely important for managers given the high media exposure and government attention. In this paper, we strive to identify the best practices of IT security and privacy that we have learned from three case studies, as well as additional resources.

The following research will provide a solid overview of how to implement a quality IT Security policy.  IT Security Policy is becoming increasingly critical; the highest levels of Information Technology have become accessible to nearly everyone.  The best IT Security technology can be purchased by most businesses; however, without good policies and controls, users and employees will not take full advantage of it.  As quoted from an IT Manager for Knights Direct, one of the case studies presented in this paper, “Security isn’t a destination, but rather a journey. In order to continue smooth operations and gain the confidence of our customer base, we need to make a complete commitment to security, and not take the issues lightly.”18 A proactive policy is important for a successful IT Security system to account for risks involved with complex IT systems.
Our objectives in this paper are to educate readers about IT Security and Privacy and look at two real world examples. We had the opportunity to research these case studies- Knights Direct and Express Scripts- by interviewing people directly involved in daily Information Technology Security. We also provide comparisons and similarities of the two studies. We conclude with best practices for all companies working to make information technology secure in today’s world and contingency plans when procedures fail. 

It is vital to establish a quality IT Security policy in this day in age.  A quality IT security policy carefully analyzes, documents, and models a security initiative to protect against all threats to the business.  There are constant advances in security technology today.  There are also rapid advances in hacking and other security breaches, so it is very important to have continuous improvement of security systems.  A quality IT security policy set forth by top-level management will be proactive instead of waiting for problems to happen and putting out the subsequent “fires.”  IT security policy is not very expensive to draft but extremely difficult to fully implement.  Implementation of a quality security policy requires buy-in from all users, starting at the top and flowing down to all users.   

How Technology Affects Security 
After 9/11, IT security risks became much more tangible and a more important issue of national security.3 With the Internet now being used extensively for business needs in many organizations, IT security has also become very important for a business to stay competitive.  IT systems are becoming much more complex because of the huge recent growth in technology involving computer systems, networks, and databases. With this complexity also comes an increase in IT security risk, according to the Target and Shield Theory presented by Laura Lally of Hofstra University.1 
The Normal Accident Theory describes how the complexity of systems inherently increases the risks of accidents.1 Another characteristic which adds to the claim that higher complexity leads to lower reliability is tight coupling.  Tight coupling describes how tightly connected complex systems are.  If one process/system fails, the failure will propagate through the system so quickly that it would be very difficult to isolate the faulty component.  Complex and tightly coupled systems are more efficient than simple, disconnected systems; therefore, many IT systems today are designed in this complex/coupled manner.
The Target and Shield theory for IT Security contains three feedback loops in the system to account for complexity and tight coupling:
· Feedback Loop #1: This is where incidents are identified and isolated to the level of fidelity desired.  Controls are built into the IT system to avoid future incidents.1
· Feedback Loop #2:  Controls are built into the system to prevent propagation of the failures through the IT system.1
· Feedback Loop #3:  Lessons learned; IT Security hardware/software is further developed to avoid future accidents. 1
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Figure 1: Target and Shield Model

Even the Government Has IT Security Issues 
Theft of trade secrets and information loss due to computer malfunctions can cause businesses to lose their competitive advantages.   The 2004 CSI/FBI Computer Crime and Security Survey reported that computer security breaches caused $141,496,560 in total U.S. losses.20 According to a report released by the Government Accountability Office in late December 2005, the SEC has corrected or mitigated only eight of 51 weaknesses cited last year.4 The report also said that efforts to improve FBI IT capabilities have failed so far.  In 9/11 report recommendations from October 2005, President Bush was asked to lead a government-wide effort to improve IT in major national security institutions.4 

Breaking the Law5
Managers need to establish a corporate security policy that obeys all laws and regulations.  Although this prescription may seem obvious, some companies have ignored this maximum and subsequently suffered serious consequences.  For example, Enron has been an example to show how not to do business, and the organization did not disappoint in the case of IT Systems’ legality.  

Employees at Arthur Andersen Consulting, Enron’s accounting firm, were illegally instructed to destroy documents.  Employees did not know that this was illegal; they merely thought they were following the organization’s policy.  Policy that conflicts with law is illegal; employees were performing illegal acts by simply following the policy.  This incident resulted in severe legal actions against those involved. Therefore, it is extremely important to ensure your IT Security policy is legal in all cases.

Two Ways to Approach IT Security5
· Bottom-Up Approach:  Employees that use the IT Technology develop their own IT Security systems and policies.  An advantage of this system is the technical expertise of the individual administrators of their IT policies.  Most people who use IT on a daily basis have a good understanding of the best IT Security implementations for their systems.  The major disadvantage of this system for large organizations is the lack of cohesiveness among distinct groups in the organization.  There is not enough participant support across the organization and very little staying power.

· Top-Down Approach: This is the preferred method for almost all sizes of organizations.  This approach starts at the top and flows down to all users.  Top executives draft policy, procedures, and processes, so all users have the same IT Security systems.  There is good cohesiveness across the organization; employees in distinct groups have familiarity with each others’ IT Security systems.  This approach requires high-level executive buy-in for it to fully succeed.  Therefore the CIO or Vice President of IT must gain upper management’s buy-in.
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Figure 2:  Approaches to IT Security Implementation
Risk Management

Systems Risk: The likelihood that the firm's information systems are insufficiently protected against certain kinds of damage or loss.6
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Figure 3: Components of Risk Management

There are two major undertakings for a successful Risk Management policy in any organization.5 The first is Risk Identification and the second is Risk Control.  These two major tasks go hand-in-hand with each other. It is necessary to identify all risks to the IT of an organization before quality risk control programs can be initiated.7  

Risk Identification5
Risk Assessment: The first step to identifying risks to an IT system is Risk assessment.  There are three components necessary for proper risk assessment:  Inventorying Assets, Classifying Assets, and Identifying Threats and Vulnerability.  
· Inventorying Assets: Assets to an IT system can be many other things besides hardware and software, including the following: people, procedures, and data.  People must include both employees and non-employees to take into account all forms of risk.  Procedures must include IT and business standard activities as well as IT and business sensitive procedures.  Sensitive procedures, such as software log-in procedures, are especially high in risk if they are in the wrong hands.  Data must be inventoried at all stages of transmission, storage, and processing.  Software must be categorized to properly weight the levels of protection relative to the importance of the software. Hardware must also be categorized because IT Security hardware has a greater risk associated with it than typical systems devices. Network hardware also carries higher risk factors because networks are normal points of attack for threat agents.
· Classifying Assets: It is very important to classify various components in an organization so that risk priority can be assigned.  Some systems, such as cryptography software, have a high risk priority because this system failing would adversely affect much more than its own software; a failure of this system could lead to leaks of confidential data, hackers accessing hardware components, etc.  An example of classifying data is the military’s five-level classification scheme, presented from lowest risk to highest: Unclassified Data, Sensitive But Unclassified Data, Confidential Data, Secret, and Top-Secret.
· Identifying Threats and Vulnerability: This is the step where the threats to the various systems are identified and the level of vulnerability related to each threat is identified.  The threats can come in many different forms, from deliberate software attacks, deliberate theft, acts of human error, to forces of nature.  After this step, there is a list of assets and their vulnerabilities.  
Risk Control5
· Selecting Strategy: For each vulnerability identified in the Risk Identification process, a Risk Control Strategy should be identified. 
· Justifying Controls: This is where the Risk Controls selected for the IT vulnerabilities are reviewed by knowledgeable people.  An example of justifying Risk Control strategy would be conducting a Peer Review.
Great IT Security Policy Has Three Levels5
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A good way to create a quality IT Security system is to initiate 3 levels of IT Security policies: 

· Enterprise Information Security Policy (EISP)

· Issue-Specific Security Policy (ISSP)

· Systems-Specific Policy (SysSP)

     Figure 4: 

   3 Level IT Security Policy

From higher to lower, these IT Security policies get more specific: 

· EISP: This is the organization’s general IT security policy.  This is created by upper management and flows down across the entire organization.   It directly supports the organization’s strategic direction, the organizational mission, and management’s vision.  It also creates a structure, or blueprint, for the organization’s IT Security requirements.  Legal compliance is also addressed in this policy.

· ISSP: These are policies which guide the IT Security for routine operations, such as the following:



-Internet Usage



-Minimum Anti-Virus Software 



-Home Use of Company Equipment



-Electronic Mail

· SysSP:  These are standards and procedures used for configuring or maintaining systems.  There are two general definitions of Systems-Specific Policies:

· Access Control Lists (ACL): ACL controls access to system resources, such as databases.  An ACL defines what users can access the system, when the users have access, what the users rights are in the system, and from where the system can be accessed.  An example of this is a work terminal with a password-protected log-in.  ACL is an extremely important part of IT Security for businesses which do business over the internet and have Virtual Private Networks (VPN).

· Configuration Rules: Specific configuration codes for Security Systems.  These codes can define how the Security System will operate when certain types of information are passing through it.

Talking to Knights Direct (Home Decorators Collection & Soft Surroundings)8
We chose to research Knights Direct Catalog Group and interview the Manager of Technical Services.  This selection was based on the company’s wide range of products and services. It handles two separate catalogs with the same IT staff. This staff has doubled in the past four to five years which makes it an emerging company. It was interesting to hear about the company being small in the beginning and how it has grown to a low middle size company today.  It is a local company whose focus is not IT related but relies heavily on their in house IT staff to handle a lot of functions including security. The company and the IT staff realize this and do their best to allow the company to function as smoothly and confidently as possible as far as IT security goes.  Our hope is that readers learn that security is an important function of a business regardless of its size or how dependent its service or product is on technology.
Knights Direct Started from the Owner’s Apartment8
Knights Direct Catalog Group is a Direct Marketing & Retail company. This catalog group manages two different catalogs/entities: Home Decorators Collection and Soft Surroundings. Home Decorators Collection was started in 1991 while Soft Surroundings came along in 1999.  Before that, Knights Direct also managed several women’s apparel companies that no longer exist. The creator, owner, and president of Knights Direct started this Catalog group in 1979 actually from his apartment. Obviously, it has since outgrown that location to the business it is today.

The majority of their marketing and sales are done through the catalog channel. In addition, Home Decorators Collection has six retail stores (two in the St. Louis, two in the Kansas City Kansas area, and two in Oklahoma). Fifty percent of 2005 sales were completed on-line, increasing Knights Direct’s involvement in E-Commerce and its subsequent need for increased security. The company’s headquarters are in Hazelwood, MO, which includes the IT department.  There are currently 1,200 employees, which include about 300 in its distribution center in Mexico, MO.

The main products the company sells varies for each entity. Home Decorators Collection sells mostly home furnishings of all kinds for both the inside and outside of your home.  Soft Surroundings focuses more on women’s apparel and accessories. The main characteristics of their customers are similar. They both are mostly middle age, middle class and female. The main competitors for Home Decorators Collection are companies like Crate & Barrel and Pottery Barn. For Soft Surroundings, its competitors are companies like Red Envelope.

In 2005, the company’s revenue was about 300 million in sales. Now, this includes both Home Decorators Collection and Soft Surroundings. The interesting part here is that based on these revenue numbers, this is how the company decides to split up expenses that are shared. Since Home Decorators Collection was responsible for about 250 million of the sales compared to Soft Surroundings 50 million, the company’s budget allocation is split 80% to 20%.  On a side note, the company has actually doubled in size since 2001 from 150 million to 300 million and it continues to grow.
Knights Direct Has a Flat Hierarchy8
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Figure 5:

      Knights Direct IT Organization

Based on this organizational chart diagram and on our interview, the company seems to be growing from a small company to a small-medium size company very quickly. This explains the necessary additions to the chart and its seeming disorganization.

The titles of some employees differ from most companies. First of all, since it is still a relatively small company, they do not have a CEO or CIO. They instead have an overall President and Director of IT. The positive aspect of this hierarchy is that the Director of IT reports directly to the President. The IT Director is also on the same level as other directors so he is involved in meetings and decisions about the company from the very beginning.  This way technology is not ignored and is considered when making business decisions. As Jeff Nolle, Manager of Technical Services for Knights Direct, said, “This helps keep IT in the loop and not caught by surprise.”

The reason we decided to interview the Manager of Technical Services instead of the Security Administrator was that the position of Security Administrator is newly created. The Security Administrator has only been in the position for about one year, so not everything could be answered in detail. Also, since the organization is so small, individuals are required to take on many roles. Many of the duties of a normal Security Administrator are still completed and approved by the Manager of Technical Services. Therefore, it was more beneficial to interview the latter.

IT Has Room to Grow8
There are currently 30 employees in IT. This was further broken down into four categories: five managers, fifteen developers, three technicians, and seven system administrators (which includes the Security Administrator). 

As mentioned previously, the revenues of Knights Direct has doubled since 2001 to 2005. The IT staff in that same span of time went from fifteen to thirty. So you can see the revenues and IT staff both doubled in the last five years. At first look that makes sense, but the interesting thing is all the departments did not double in this same timeframe. In fact, one department specifically has decreased in size by about one half.  This is the Call Center or Customer Service area. This can most easily be explained by the increase in Internet sales. Previously, the majority of the sales came through the phone or mail. Presently with about 50% of the sales coming through the Internet, the same number of customer service representatives is not needed. Since most of this process has now been automated, more responsibility falls on the IT department to handle these new systems such as the web sites.

The IT budget for 2005 was estimated at 4.5 million or 1.5% of sales. This falls a little below the average of 3% for retail/wholesale companies. In our interview, we asked Jeff Nolle if he believed that this amount was low, but he did not see this as a problem. He thought that funds were sufficient for the size of the company and the industry. He added that it would be nice to have a larger budget; however, the bigger the company grows, the more that is needed so he would expect more money to be spent at that time.

IT Knows Their Technology8
The technologies that Knights Direct uses for security are Cisco PIX (515E) firewalls, Cisco routers (various models, based on load), Cymtec’s Sentry IPS (intrusion protection systems) and Scout IDS (intrusion detection systems). 

Remote access is provided via a Virtual Private Network (VPN) token which requires special permission to obtain.  Users are required to sign a personal responsibility contract in order to get access to use the VPN.

For mitigating virus risks, Knights Direct installs and configures TrendMicro’s OfficeScan on all desktop personal computers and all Windows-based servers. On top of that, they have a “virus-wall” for all incoming and outgoing email messages that scans the email for any known viruses. They are still at risk for “day-zero” attacks, but that is further mitigated with their IPS systems, which should knock down any virus from spreading to other segments of the network.
Knights Direct believes their various protection layers from different vendors protect them as best as practically possible. Even though they have dedicated several resources- both financial and human- towards security, it allows them to run smoothly and confidently.

Who is Responsible for IT Security? 8
Day-to-day security is the responsibility of the Security Administrator, who notifies other system and network administrators of issues related to security. The Security Administrator reports to the Manager of Technical Service, who makes decisions on what the policies, should be, and what technologies should be used. Finally, the Director of IT has ultimate responsibility for the security and privacy of the network and data.

Future Plans8
Knights Direct will continue to do annual 3rd party penetration tests for their public facing networks. They are considering segmenting their local network to increase security for sensitive documents and files. Also, they would like to eliminate protocols that transmit data and passwords in clear-text. They are in the process of making sure all systems encrypt database fields with sensitive data (ex: credit cards, SSN, etc.)

Lessons Learned8
Here is a quote from Knights Direct’s Security Administrator that sums up, “Security isn’t a destination, but rather a journey. In other to continue smooth operations and gain the confidence of our customer base we need to make a complete commitment to security, and not take the issues lightly.”
Researching Express Scripts
We chose to research Express Scripts, Inc. and interview two of its employees, the Director of Security Compliance and the Privacy Officer. This selection was based on the company’s emergence as a top St. Louis employer and the impact that information security and privacy laws has had on the corporation. We feel that this company is a realistic representative of the topic of IT security and privacy, given its membership in the industry of health care and the high profile of protecting health information. It is somewhat of a unique departure because people generally do not think of health care companies being technologically savvy. However, Express Scripts understands that this knowledge is the core of their business. Our hope is that readers learn the security risks that Express Scripts faces on a daily basis and understands the policies and practices put into place to reduce these risks and maintain the trust of Express Scripts members and clients.
Express Scripts Has Grown into a Leading Healthcare Corporation 

Express Scripts, Inc. (ESI) was founded in 1986. Headquartered in St. Louis, Missouri, the company’s main line of business is pharmacy benefit management. Basically, ESI’s industry is health care. Express Scripts serves more than 50 million consumers. Over 13,000 employees work in three main locations (St. Louis, Bloomington, Minnesota, and Tempe, Arizona) as well as numerous other satellite offices and pharmacies. 
ESI reported $15.1 billion in revenue in 2004, and currently ranks 134 on the Fortune 500 List.9 A publicly traded company, ESI is listed on the NASDAQ 100, and stock shares split in the summer of 2005. Subsidiaries include CuraScript and ESI Canada. Customers include employers and insurers who are generally very financially savvy. 
People generally do not consider health care companies to be on the forefront of information technology, but it is at the core of ESI’s business. In fact, in 2004, Health Care Communications awarded the Express Scripts member website Platinum and Gold Awards for Best Overall Internet Site and Best Health/Healthcare Content in the fifth-annual eHealthcare Leadership Awards.9 The awards recognize the best health information Web sites for consumers and professionals. Express-Scripts.com for Members is designed to provide plan sponsors and their members with a convenient set of tools with which to manage their pharmacy benefit. 
In addition, the Customer Respect Group recognized Express Scripts in July 2004 for having the best Web site for healthcare organizations. Express Scripts had the highest score among 36 other healthcare organizations for its Web site attributes, including privacy and respect for customer data.9 
ESI Invests in Technology 
ESI was named one of Information Week’s 500 Most Technologically Progressive Companies in 2004.9 1,100 employees work in the three IT divisions- Application Development, Infrastructure and Architecture, and People, Process and Planning. Since security is a top priority at ESI, they have employed their own IS Security Officer, Mark Kinnunen. Complying with federal regulations and laws related to health information and technology led ESI to also employ a separate Privacy Officer. Jennifer Goedeke works in this role, and while she is technically in the Legal department, she works closely with IT to develop and enforce policies. 

ESI has an annual IT budget of $250 million, which is approximately 6% of the entire budget.10 The cost of running the Security department is $1.5 million, and the expense of the current security functionality project is $1 million. Ongoing security administration is embedded within each area’s support cost. ESI relies heavily on IT to do business, from pharmacy claims processing to member website access. The one part of the IT department that is outsourced (to EDS) is the help desk.
ESI’s IT Organization Has Many Layers
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Figure 6:
ESI IT Organization

As you can see from the above chart, there are many divisions and layers in ESI’s IT organization. Mark Kinnunen, the Director of Security Compliance, works under the Infrastructure and Architecture division. This is appropriate placement so that policies and procedures that make up the foundation and framework of the company can be developed with a security focus. A team of security analysts working under Mark works to monitor security and mitigate security vulnerabilities.
The directors of all three divisions report to the Chief Information Officer (CIO), who in turn reports to the Chief Operating Officer (COO). The COO reports to the President and Chief Executive Officer (CEO). All officers are kept in sync about IT projects and issues.
What is the Importance of IT at ESI?
Information Protection (IP) works protect the information assets at Express Scripts. It is part of the Information Systems organization and reports to the Chief Information Officer. The mission of IP at ESI is to ensure the confidentiality, integrity and availability of critical computer resources and assets and also minimize the impact of security policies and procedures on business productivity.9 All employees are responsible for information security.
Risking It
Systems risk at Express Scripts includes external hackers, phishing, identity theft, employee oversights, disgruntled employees, and spam: 10
· External Hackers
External Hackers attack the ESI system. The company experiences up to 700 attacks against its firewalls daily. 

· Spam and Phishing
Over 80% of incoming e-mails are spam. It is easy to learn the naming convention for employee e-mail addresses and bombard the system with bulk junk mail. Phishing e-mails- fake e-mails leading employees to counterfeit websites to obtain their credit card numbers, account passwords, and Social Security numbers- also contribute to this current trend.11
· Identity Theft

A constant worry at ESI, employees have access to member Social Security numbers, prescription information, and credit card numbers. Very few cases of abuse have been reported thus far at the company. At times, however, the wrong information is given to a member. Call center training is constantly given to educate advocates of the importance of maintaining tight security controls and privacy. 
· Employee Oversights

Employees are often lax about security updates and computer locking. If not careful, visitors or cleaning crews can view member prescription histories just by walking by an employee’s cubicle. In Cubicle World, it’s very important to secure workstations, even if just grabbing a cup of coffee around the corner. 
· Disgruntled Employees

This is possibly the most dangerous of all risks. It is not difficult to sabotage an ESI system if you have some type of computer access. Constant monitoring and policy adherence is critical to prevent these types of internal attacks. Fired employees are escorted from the building immediately to prevent system attacks. 
Staying Legal
ESI has the privilege of having to follow numerous laws and regulations, including HIPAA, Sarbanes-Oxley, and DITSCAP (the Department of Defense Information Technology Security Certification and Accreditation Process). DITSCAP establishes standard processes, activities, tasks, and management structure to certify and accredit Information Systems that will maintain the integrity and security of the Defense Information Infrastructure.12 The Department of Defense (DoD) became an ESI client in 2004, and ESI must comply with all of its standards as a vendor.13 ESI has its own Privacy Officer, who maintains and creates HIPAA privacy policies and monitors Sarbanes-Oxley audits and controls. 
On the Cutting Edge of IT Security Technology 
ESI uses many different tools to ensure the security and integrity of data and systems at the company:10
· Symantec AntiVirus

This virus-checking system is installed on every PC at Express Scripts (all 8,000 of them!).
· Tumbleweed System

Tumbleweed is a secure e-mail messaging server used to encrypt outgoing e-mails containing Protected Health Information (PHI) and other confidential data. Recipients are sent e-mail notices with a web browser link requesting them to pick up their “packages.” They must register and use a password to access the secure messages. These messages are currently kept in the system for 60 days. 
· Remote Access for Personal Computers

Remote access is provided via a Virtual Private Network (VPN) token which requires special permission to obtain. Lost tokens cost $75 to replace. ESI uses the IPass Connect system for remote access.
· Platforms

ESI platforms include RACF, AIX, Mainframe, Sun Solaris, HPUX, Stratus, VAX/VMS, and Windows.
ESI is Working to Become More Secure
New ESI policies for 2006 include:
· Ethical hacking
Ethical hacking is a relatively new action taken to evaluate system security. Hackers may be hired from external sources, or an internal project may be undertaken, utilizing current IT employees adept at navigating and attempting to break systems. While no one wants to see their system hacked into, this provides a real environment for what could happen and how security issues can be resolved. 
· Payment card masking and retention 

ESI stores thousands of credit card numbers in its system. Much like the masking seen when you are online shopping, a project is underway to mask the data once entered to mitigate risk of identity theft. 

· Users reviewing and removing confidential comments from documents prior to external distribution
How many times have you heard of e-mails being sent to the wrong recipient? ESI is working to educate users on securing documents so that sensitive information is not inadvertently sent to external recipients.

Updated 2006 policies include: 
· System and network administrators must inform Security Compliance of vulnerability assessment tools and usage 

IT is a big department. The Director must be informed when external hacking or some other type of testing or assessment is taking place.

· Network and host-based intrusion detection systems are mandated for Internet-accessible systems 

Application updates are completed almost daily, and these sync up with desktop PC’s every night. Laptop users must sync up with the system after logging on each day.

· Wireless firewalls are a must if devices connect to the internal network 

Wireless users must meet personally with an IT employee to gain permission to access via wireless network and set up wireless firewalls. 

· PDA screen saver passwords are required 

IT encourages locking workstations every time a computer is left unattended. Beginning on May 2, 2006, employees are not permitted to change their screensavers. ESI standard screensavers will be installed and maintained to comply with DITSCAP regulations.

Strategizing IT Security
ESI‘s IT department strives to maintain a consistent approach to Information Protection that supports the delivery of services.  They also keep controls for the protection of information assets that comply with HIPAA and other regulatory requirements. 

ESI works to apply the principle of least privilege to protect all sensitive data, including PHI. For example, an employee might have access to the Anchor platform’s Finance screens. If they are not being used, the IT department audits this and removes access to these screens. The IT department also strives to identify and mitigate security vulnerabilities in a timely manner and educate users of information assets about their responsibilities associated with system use.

Future IT plans include continuing to establish, implement, and monitor Security Compliance. There are also plans to ramp up auditing, including Sarbanes-Oxley (SOX), Statement on Auditing Standards (SAS), and DITSCAP to ensure legal and regulatory compliance. HIPAA training for new employees is always on the map of ESI’s plans, and refresher training is given annually for current employees. Training includes scenarios on how employees would handle situations involving health information. 

Continued awareness education on information technology is important to ESI. IT Education Awareness Week is held each year to educate members. Trivia questions are asked, prizes are given, and the general message that security is important is the theme. Finally, an identity management pilot is being planned to consolidate usernames and passwords for all of the various systems. Employees are discouraged from keeping a list of passwords, but if they need access to many tools, sometimes this is a necessity!
“The most important thing in security isn’t the technology; it’s the people using it,” (IT Security Officer Mark Kinnunen).10 The ESI system is only as secure as the security practices of the least secure employee. Education is crucial to Express Scripts 
Comparing IT Programs
Knights Direct and Express Scripts share some commonalities in their IT programs and plans. They include using VPN for remote access, running virus protection programs daily, and mandating restricted user access for each system used by the companies. Also, documentation is very important at both corporations. This is evident by the documented policies and plans kept by each company. Finally, both companies have had to learn to manage credit card information and security related to that task. This is essential to both companies’ growth and success. 
While having many IT facets in common, the two case studies also have several differences. The most obvious difference is the sheer size of Express Scripts vs. Knights Direct. ESI has several thousand employees, even in its IT department. Knights Direct is smaller and therefore has the freedom to be more informal. ESI has IT Security Awareness Week, while Knights Direct has not implemented such a formal method of educating employees. The organizational hierarchy at Knights Direct is fairly flat and inclusive, while ESI has a large tree of analysts, directors, and executives spanning three divisions. ESI outsources its help desk, which is available 24 hours a day, 7 days a week. Last but not least, ESI is in the business of health care and therefore must work with Protected Health Information, which lends itself to another entire set of guidelines, laws and regulations. 
It would be helpful for both companies to project the security costs that will/need to be incurred over an expanded time period. Xerox develops a three- to four- year strategic plan for the company's security efforts and then prioritizes which of those projects to pursue in the ensuing year.15 Both companies will need to include the cost of increasing staff in these security cost projections. The number of computer security specialists is going to grow three times more quickly than other specialties in the IT field.16 Knights Direct and Express Scripts will need to spend to keep up with competitors. Security and privacy will most likely continue to remain a top management concern, as it has been in the Society for Information Management executive survey over the past few years.17
Sometimes It’s Too Much Information: The 2005 Global Security Survey19
Beginning in 2003, Deloitte Touche Tohmatsu began surveying organizations in the financial services industry to determine the state of their IT security.  The survey included 26 of the 120 institutions listed within the Global 500, 28 of the top 100 global banks and 9 of the top 50 global insurers.  The participant responses came from organizations in 26 different countries.  Deloitte wanted to determine the types of risks faced in the financial services industry and the practices that had been put in place to mitigate those risks.  Most of all though they wanted to focus on whether or not the organizations were getting value from their IT security investment.  Although the respondents were kept anonymous, Deloitte used the survey to measure companies against their peers and create benchmarks to aid in identifying the best practices to enhance organizational performance.  

During our research we were able to identify a number of key universal trends in IT security.  A few of these findings were reaffirmed by the Global Security Survey, including:

· Compliance requires input from multiple stakeholders

Organizations in the financial services industry are currently facing an ever-expanding level of federal regulation.  While these regulations may not appear to have a great deal to do with IT security, they do significantly impact the systems and controls that are typically driven by IT.   Compliance with these regulations must not become the responsibility of IT, nor can it fall completely on the legal division.  The responsibility must be communicated and shared throughout the organization.

· Preparation for the evolving nature of IT security threats

Everyone must realize that viruses, hackers and phishing are only part of the risks that must be prepared for when protecting the data that is at the heart of IT security.  Natural disasters, such as the tsunami in 2004 or the hurricanes in 2005, are also risks that need to be addressed.  Organizations also must be aware that internal HR and training weaknesses can also wreak havoc on their value and reputation.  Poor hiring practices, lackadaisical management and security-ignorant employees can leave organizations open to internal vulnerabilities.

· Board of Directors’ interest in security must be a requirement

The responsibility for the trust, value and reputation of the company needs to start with the board of directors.  The lack of or unethical involvement by the board of directors has played part in many of the most recent federal regulations.  These factors show the importance of the board of directors’ need to be sure the management has the proper policies in place to protect the organization’s people, facilities and data.  They must be regularly informed of the potential risks and the processes in place to mitigate them.

· Assessment of the value and impact delivered to the business

Even the most well planned procedures can fail without buy-in from everyone in the business.  In order to ensure that the security strategy is understood and followed, it must be properly aligned with the business strategy.  If the IT and business goals are not in sync the two areas will become divided and the communication process will breakdown.

Also, the organization should focus on the impact and value delivered the business and not cost.  Costs have soared the last few years with the implementation of new regulations and the returns on these investments may not be apparent.  The focus should be on evaluating the proper projects to undertake to make the organization more efficient and secure.

· The importance of training and awareness

An organization’s IT security policies and procedures are only effective if their employees are motivated to follow them.  Everyone in the organization should be trained on how to identify and report security threats.  The business environment needs to support this IT security strategy.  Motivators should be established for the employees.  Reward systems can be set-up for employees that go the extra step to protect the business and penalties for employees that put the business at risk.  

Employees also need to be encouraged to provide feedback on the procedures their being asked to implement.  This will help ensure that the information is being understood and also provide some insight as to whether the policies and procedures that are being implemented are the correct ones.

Bringing It All Together: The 2005 CSI/FBI Computer Crime and Security Survey20
The Computer Security Institute (CSI) is the world’s leading membership organization dedicated to the training and education on the protection of information assets.  With the help of the San Francisco Federal Bureau of Investigation’s (FBI) Computer Intrusion Squad, CSI surveyed 700 IT security professionals in U.S. corporations, government institutions and universities.  The goal of the survey was to identify some of the following concepts:

· The number and types of threats faced, both internal and external

· How organizations measure the value of the IT security investments

· Security training needs

· How much organizations are spending on IT security

· What effect Sarbanes-Oxley has had on security

· The use of outsourcing, IT insurance and security audits
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Figure 3 shows the annual revenues of some of the respondents of the 2005 survey.  With 57 percent of the respondents generating over $100 million in annual revenue, 18 percent generating between $10 and $99 million, and 25 percent generating under $10 million in revenue, it appears that there is a significant response from small, medium and large companies.  

Figure 6 shows the per employee expense for both operating expenses and capital expenditures.  As you can see, the per employee cost drops significantly for the companies with more than $10 million in annual revenue.  This is obviously due to companies taking advantage of economies of scale to spread out the large fixed investment that is required for IT security over a much larger number of employees.  The companies over $100 million in revenue spent more on a per employee basis than the companies in the $10 million to $99 million range.  We can only speculate as to the reason for this, but it appears that as companies reach a certain size, some of the advantages of those economies of scale are offset by additional expenditures as security programs become more complex.
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Figure 16 shows the total losses for the 639 respondents in 2005 were $130,104,542, or $203,606 per respondent.  Unfortunately, this number can provide little realistic insight due to the fact that the respondent’s revenue levels varied so dramatically.  Also, the 2004 per respondent losses were $526,010.  This shows a 61% decline in per respondent losses which causes some speculation as to the validity of this particular part of the survey.  However, $130 million worth of losses related to IT security intrusion is still a significant number and shows the importance of having proper procedures in place.
But How Do You Regulate?
· Health Insurance and Portability Act of 1996 (HIPAA)14

HIPAA was designed to determine who was able to view confidential medical information and how that information can be used.  The act attempts to define what organizations are considered “covered entities” and what steps they must take to ensure that the medical information is protected.  From an IT security standpoint, these steps may include data encryption, access controls and user identification.

· Gramm-Leach-Bliley Act of 1999


This act was designed with financial and securities institutions in mind.  Gramm-Leach-Bliley lays out what steps these institutions need to address to protect consumer’s personal financial information.20 The same IT security issues that relate to HIPAA are relevant for organizations to be compliant with Gramm-Leach-Bliley.

· Patriot Act of 2001


The Patriot Act was the government’s initial regulation passed on response to the 9/11 terrorist attacks and is arguably the most controversial legislation ever passed in the U.S.20 The Patriot Act has affected the privacy rights of every individual and business in America.  It has also changed the way IT security professionals must prepare.  Employers can now read every e-mail, view every website and in certain cases, with the development of cell phones and GPS, know where their employees are at all times.  IT security professionals must now determine where the line must be drawn knowing that at any time they can subpoenaed to produce information on any client or employee.

· Sarbanes-Oxley Act of 2002


Sarbanes-Oxley was passed to restore public confidence in business and re-establish corporate accountability.21 At first glance, it doesn’t appear to be very relevant to IT security.  However, Sarbanes-Oxley calls for senior management to be held accountable for the financial position of the company and they cannot do this without internal controls in place.  Procedures must be established to govern the creation of financial information and IT systems are typically the driving force behind these procedures.  Corporations must have auditable measures in place to account for the security and integrity of there financial data.

Wait! How Does the Chief Information Security Officer Fit in the Picture? 21
The Chief Information Security Officer (CISO) is the person responsible for all elements of the information security program. They need to be the one that coordinates compliance with federal regulations and be the champion of the education and training program to create a culture of understanding and responsiveness to IT security.  The CISO must establish a threat level for the organization to determine what types of threats are present and the probability they will occur.  Their time must be balanced between the formulation of the security strategy and the security administration.  It is beneficial if the CISO has a strong working relationship with the CIO or CEO to ensure that senior management is kept up to speed on the latest threats facing the organization.  Finally, the CISO must be proactive and understand the how the security program fits into the business strategy.  They must continually be able to monitor current trends and align them with the business.  

The hiring of a Chief Information Security Officer can be cost prohibitive for some companies.  Obviously, it is not always beneficial to hire another c-level executive, but the responsibilities cannot be overlooked.  The responsibilities can be broken down into several positions.  Although this negates the idea of having a unified role, it does force us to realize the importance of IT security.

Best Practices 

· Physical Security Measures

· Secure workstations

· Control of facility and data access

· Encryption, firewalls, virus protection

· Administrative Security Measures

· Properly documented security policies

· Training & awareness

· Security audits

· Contingency plans

Planning for the Worst22
· Managed Security Services (Security Outsourcing)


Obviously the reason for outsourcing a particular service is the ability to do it cheaper than you could do it yourself.  The way outsourcing forms accomplish this is by taking advantage of economies of scale and providing a generalized product to a large number of customers.  This leaves very little room for specialization which is where the CIO or CISO need to be careful.  They need to monitor the gaps between the services that are provided and the needs of the organization and make sure that there are no vulnerabilities.

· IT Insurance


The best physical and administrative security measures cannot protect an organization completely from security breaches.  IT insurance can provide a way to recover a portion of your losses should something go wrong.  Although insurance companies do not yet have good actuarial data on which to base insurance rates, but this is a viable contingency plan to help provide a certain level of protection.

· Disaster Recovery


Every organization needs to have some type of business continuity plan in place.  Disaster recovery is critical, not just for IT security but for physical security as well.  The CISO needs to identify the most critical business functions and the potential threats to those functions.  A plan must then be developed to protect the organization.  This plan must be tested for readiness and effectiveness to ensure that it will work in the event of a breach of security.  Finally, this plan needs to be communicated to everyone in the organization so that employees know what to do in case of an emergency.

What Managers Can Take Away
A strong IT security strategy begins with having properly documented policies and procedures in place.  These policies must be communicated clearly to everyone in the organization so they know their individual responsibilities.  These policies must include proper testing and training to ensure their viability.  Everyone needs to be encouraged to give feedback so that you can understand whether or not the program is being understood. A quality IT security policy set forth by top-level management will be proactive instead of waiting for problems to happen.23   Again, implementation of a quality security policy requires buy-in from all users!
The security program needs to be aligned with the business strategy to encourage effective communication between IT and the business units.  The CISO and the IT security program must be proactive and be able to change with the market to assess the possibility and probability of the latest threats.24  This is the only way the organization will generate value from their IT security investment.

Regarding size of the company and how it affects IT security, it is important to realize that size doesn’t matter. Both Knights Direct, a small home decorating/furnishings company, and Express Scripts, a very large healthcare company, face the same risks from employee ignorance, external and internal attacks, or system failures. IT security issues are not going away; in fact, security technology advances and implementations will most likely continue to increase in the coming years. Education is the most important tool for keeping information technology private and secure. 
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